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Kernel 6.0

● One of the bigger releases at 
least in numbers of commits in a 
while, thanks largely to the 
inclusion of “15k non-merge 
commits in there in total”
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Kernel Linux al
2022-10-22

● Longterm: 5.15.74 2022-10-15
● Stable: 5.19.16 2022-10-15
● Stable: 6.0.2 2022-10-15
● mainline:6.1-rc1 2022-10-16
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Kernel Linux al
2023-10-25

● Longterm: 5.15.137 2022-10-25
● Longterm:   4.19.297 2023-10-25
● Stable: 6.5.9 2023-10-25
● mainline:6.6-rc7 2023-10-22
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● 25 Ottobre 2023
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New features 6.6
● EEVDF Earliest eligible virtual deadline first Scheduler progettato nel 1995, 

sostituisce Completely Fair Scheduler introdotto nel kernel nel 2007 
● Shadow Stack, protecting a procedure's stored
● Intel Vision Sensing Controller IVSC, 
● AMD DBC Dynamic Boost Control  improve the power/performance.
● KSMBD in-kernel SMB3 server
● user-space API NVK Nvidia Vulkan driver in Mesa
● HP BIOS settings driver 
● USB MIDI 2.0
● ReiserFS "obsolete" set for removal in 2025.
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Linux Kernel 6.6 Improves Security
RISC-V KASLR support

● A significant improvement in these recent updates is that the RISC-V 
Linux kernel now has better security. They have added Kernel 
Address Space Layout Randomization (KASLR). What this does is 
mix up the locations where things are stored in the computer’s 
memory. This makes it really tough for attackers to figure out where 
specific things are in memory, making it harder for them to carry 
out attacks. Other computer chips have had this feature for a while, 
and now RISC-V with Linux 6.6 also has it. They worked on it for a 
few months, made some changes, and now it’s ready for use in 
Linux 6.6.

●

●
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Hyper-V Support
● Microsoft’s ongoing efforts to enhance Hyper-V support within the 

Linux kernel continue to yield benefits for Linux guest virtual machines 
running on the Windows hypervisor. In Linux 6.6, the Hyper-V code has 
been expanded to include support for SEV-SNP secure guests on AMD 
EPYC processors, while on the Intel Xeon Scalable Sapphire Rapids 
platform, initial support has been introduced for Trust Domain 
Extensions (TDX) to protect guest environments.

●

● Hyper-V virtual machines can now leverage the security advantages of 
EPYC 7003 and newer processors supporting Secure Encrypted 
Virtualization Secure Nested Paging (SEV-SNP) for better security.

●

●
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BPF Improvement
● This kernel series includes new features like support 

for BPF-based MPTCP (Multi-Patch TCP) packet 
schedulers and several BPF enhancements. These 
enhancements include multi-buffer support in 
AF_XDP, attaching multiple uprobes and USDT 
probes with multiple uprobe BPF links, 
defragmenting IPv4/IPv6 packets in BPF, and other 
improvements.

●

●
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